Video Authentication Manual T

Digital Verifier, Signature & Certificate

Let’'sumake things safer!
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1 Introduction

The latest generation of networked systems pronaisesach easier and faster way of moving
video around (e.g. police, court room...), by simgpiynding it over the Internet. A public
network like the Internet is not exactly the safeken talking about transport. However,
digital video can be digitally secured and the bty to trace the video back to its origin is
now a reality. This technology is calldajitally signing the video.

A digital signature is a cryptographically encoded text that contaifisrmation about the
exported movie file that was signed and about tiigyethat created the signature. Each
export file has its own signature.

A certificate is again a cryptographically protected text thattains the electronic key with
which the owner of the certificate can sign dig@gatuments or content. This certificate is
only valuable if it is trusted by the authoritiéSee Chapte? Certificate Managemenj

The following diagram shows how a digital signatisresed in the video authentication
process. A full step by step explanation can badan ChapteB Video Authentication
Process
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Video Authentication Process
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2 Certificate Management

The Certificate Management section allows you todfayour certificates for exported movie
signing. This section can be found in ¥ideo Manager application under the menu
Settings-> Certificate Management

Cameras Alarms POS  Storage Manager Single View Mosaics MNetwork Video Recorders  Network Settings  Certificate Management  Time Synchronization

Certificate Management

Current Certificate Information

Subject: WEBCCTY FOC878A1-33CSFDEF-C3ABS588-59CCB45E
Issuer: WEBCCTV FIC878A1-33CSFDEF-C3AB5588-539CCB45E
E-mail: F9C878A1-33CSFDEF-C3AB35588-59CCB45E@nosp am. com

WEBCCTV FoC878A1-33C5SFDEF-C3ABSS88-59CCR45E, FAC8T8A1-33 CSFDEF-C3ABSS88-

Lt 59CCB45E@nospam.com
Tssued by: WEBCCTV FIC878A1-33CSFDEF-C3AB5588-59 CCB45SE, FIC878A1-33CSFDEF-C3ABS588-
o 5 59CCB45SE@nospam.com
Loz 36520
expire:
Created: Tue Nov 11 09:49:08 TTC+0200 2008
Certificate Management
Export an encoded certificate (*.cer) Export
E-mail: ;webc:tv@quadmx com
Generate a new self-signed certificate, usme the specified s T F—
Location: Belgium
P arameters r =
Generate
File on
Import a new certificate (*.cer, *.pfx) Server:
Import

Certificate Management Screen

The Current Certificate Information section consists of general information about the
certificate which is currently used by WebCCTYV é&xport movie signing, such as:

= Name of your certificate

= Certificate name of an issuer which signed youtifteate

= Emalil you specified for certificates generating

= Complete information that identifies your certifiegincluding name, email and
location)

=  Complete information that identifies certificateasf issuer which signed your
certificate (including name, email and location)

= Days left to your certificate expiration

= Date of your certificate generation

S Subject/Issuerandissued to/Issued byfields are the same if using a self-signed
vlv certificate.
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2.1 Self-signed certificates

During the WebCCTYV installation a self-signed dexdite is created which has non-
personalized information. It is recommended that geate a new certificate which will
include your information as a signer. To do thalipiv the steps below:

1. Specify your e-mail in th&-mail field.
2. Specify your location in theocation screen.
3. Click Generatebutton.

Your new self-signed certificate has been generdbexn now on it is used for signing the
export movie files.

To export this certificate for transmitting it ta@mote location or other purposes, click the
Export button and define the location to store.

Self-signed certificate have the following advaesgnd disadvantages:

Advantages:
= Certificate can be renewed at one's choosing
= Custom information (i.e. location of the recorded &ontact email,

‘ etc.) can be added which is useful in court
‘;l-y = Certificate doesn’t expire

= Certificate is free of charge

Disadvantages:
= Certificate is not verified by'3party, so it has limited trust.
= Certificate should be explicitly added to the teastertificates list

on each machine for the verification.
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2.2CA signed certificates

In spite of the self-signed certificates advantatg@s approach is not the most secure. To
improve your security, Quadrox recommends gettiogréificate from a trusted certification
authority (CA). There are Certification Authoriti@SA) which are explicitly trusted
worldwide so Microsoft pre-installed theirs cerdies in the Windows Operating System.
Hence those certificate authorities are trustedlb§® parties which use a Windows
Operating System. If you get a certificate signgdhe CA, you automatically become a
trusted signer in the Windows environment.

To import the CA certificate in the WebCCTV systdoilow the steps below:

1. Save the certificate on your WebCCTV server.
2. Specify the exact path to the certificate in fle on serverfield.
3. Click Import button.

Exported movie files will now be signed by the imjgd CA certificate. The main advantage
is that you don’t need to install it on each maetsimce this certificate is pre-installed there.

A certificate loses its “trust value” over time dagise the longer it is in place, the higher
chance it has of being compromised. It is recomradrntat certificates are renewed regularly
and that the old certificate is allowed to expire.

CA certificates have the following advantages aisddivantages:

Advantages:
= Certificate is checked by trustelf Barty for maximal security
= Certificate doesn’t need to be explicitly addedrtusted certificates
list
= Certificate expires
Disadvantages:
= Certificate must be purchased

D b
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3 Video Authentication Process

The following diagram shows how a digital signatisresed in the video authentication
process:
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Video Authentication Process

There are six steps in the process:
= Step 1- Recording
= Step 2- Export
= Step 3- Signature & Movie Transportation
= Step 4 + 5 Certificate Transportation & Trust
= Step 6— Checking Signature

3.1Recording

Video from the camera is recorded in a standard w8#ie file. During export you can
choose to keep it in ASF or convert it to WMV. WMiés can be played on every windows
based operating system as the WMV codec is indtalfedefault.

3.2EXxport

When a relevant piece of video is exported, infdromeabout that video (e.g. the timestamp,
camera name, recorder information and the userpehiormed the export) is gathered in a
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signature message. This message is encrypted logttigcate, unique to each recorder, to
form a digital signature.

WebCCTV supports two formats of digital signature:

= .eml- S/MIME standard message like used in digitaiiyed emails.
= .p7m-true PKCS #7 standard signature message. bheapened by
specialized viewers like Cryptigo’s P7MViewer (httwww.cryptigo.con).

Quadrox has based all of these systems on thest@edard technology to prevent
any possibility of security holes or “back doorall algorithms that are used are well
known and widely used cryptographic standards,Mik¥, SHA-1 and RSA. They
cannot be broken if the key is not known, not ebgithe people that implemented
® them. The certificate is standard (X.509, PKSC #ag)is the digital signature format
(PKCS #7). Apart from the true signature standhad tan be viewed by publicly
available specialized viewers, we also providesilgeature in a standard email
format (S/MIME format) so that it can be vieweddpmmon email clients like
Outlook Express. Quadrox uses Microsoft's impleragohs of these formats and
algorithms, which are validated and certified bg National Institute of Standards
and Technology (NIST).

3.3Signature & Movie Transportation

The movie file and the signature are transportdtieéaourtroom. They don’t necessarily
have to travel together and the channel can bdei(sag. they can be sent over the Internet).

To save the signature for further transportatiotipiv the steps below:

= Click on the signature you want to save.
= Select the save location in the pop up window dioét OK.

Browse for Folder B3| =

Select the Folder to save the export movie:

= (B Deskop -~
+-[_) My Documents

];', 3.5 Floppy (A

e Bootable (C:)

2 Programs {D:)

b DVD-RMW Drive (E:)

e Mewstorage (H:)

b Mewstorage (1:)

_"f Kostiantynbatashan on '3-bravoiUsers' |

+- % My Metwork Places

N B Ny B B B

* Ermd v

£ >

Zancel

Saving Digital Signature Screen
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3.4 Certificate Transportation & Trust

The certificate should be trusted by the courttfgting the validity of a certificate (by
manually checking that it is indeed what it claitode), the court acknowledges explicitly
that the certificate belongs to the machine on wiie export was created.

The court expresses this trust by explicitly addirtg the list of trusted root certificates.
When doing this, the system will ask to manuallsifyehe certificate, e.g. by comparing the
thumbprint of the certificate to the thumbprinttbé certificate that is present on the recorder.
The latter should be retrieved by physically gdinghe recorder, it should be done by the
authorities and a proven track record should bdabla. Trusting the certificate has to be
done only once per recorder (not for every movig) doesn’t have to necessarily happen at
the moment of movie verification.

A When using CA certificates, the trust in the cerdife might come from trusting the
‘l’ CA that delivered the certificate. In that casés firocedure might not be necessary.

A copy of the certificate can be extracted fromghgnature by using the Digital Signature
Verifier (available from the Quadrox website). Tdegtificate can also get to the courtroom in
a different way (by exporting it from the recorder)can already be present because it was
extracted from previous movies.

3.4.1 Extract & Install certificate from signature
using Digital Sgnature Verifier
Follow the steps below:
*= Open the Digital Signature Verifier tool.

Quadrox Digital Signature Verification

T = x .=

Digital Signature Verification

Please select maovie file

[ CYWEBCCTYTESTL _CAMERA 4_2006-11-30_11-18_2006-11-30_1 1-26-59_i | Browse...

Please select signature file
| DVWEBCCTWTEST1 _CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-59_ ' Browse. .,

| about.. || Hep.. | | very || cos |

Digital Signature Verifier main screen

= Enter the locations of the movie and signaturesfdad click thé/erify button. If the
certificate is not yet trusted, you will see thédaing screen.
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Verification Results g|

The certificate is not trusted.

To express your trustin the certificate,
install it in the Trusted Root Certification Authorities
store by clicking the Certificate button.

|§CertiFicate...§| [ (6] 4 I [ Ignore ]

Not trusted certificate warning screen

= Click theCertificate button.
2]

General | petails | Certfication Path |

B
Certificate Information

This certificate is intended to:

+Ensures the identity of a remote computer ﬂ
+Proves your identity to a remote computer

+Ensures software came from software publisher

+Protects software fram alteration after publication

+Protects e-mail messages

+ Allaws data ko be signed with the current time LI

Issued to: QTESTZ DSCE4EDE-CFACZCA1-ACETISEC-
AB13EFEY

Issued by: QTESTZ DSCE4EDE-CFACZCE1-ACETISEC-
AG138FEY

valid from 24/10/2006 to 24{10/2106

Install Certificate. .. I Issuer Staterment |

Certificate | nformation Screen

= Click Install Certificate button and follow further instructions leaving sdittings by
default. A Security Warning window will appear.

= To make sure that you are installing the exacifawate you need, find the
Thumbprint line in the Security Warning window and compareith the thumbprint
of the original certificate on the recorder. If theimbprints match, clickes

Security Warning .

T'j You are about to install a certificate From a certification authority (CA) claiming to represent:
£ MNICKZ36 SEACA4AS-3C00B177-EFDCTASC-EOASZ15A

Windows cannot walidate that the certificate is actually Fram "MICK236 9EACE4AE-3C00B177-EFDCTAIC-E0AS215a", You should confirm its origin by
contacting "MICK236 SEACA4AS-3CO0B1 77-EFDCTASC-EDAS2154", The Following nurmber will assist wou in this process:

Thumbprint {shal): 712850448 51C83295 1BD700CZ 7852EF0S 6R0E0COC

Warning:
If wou install this rook certificate, Windows will automatically trust any certificate issued by this Ca, Installing a certificate with an unconfirmed
thumbprint is a security risk, IF wou click "Yes" vou acknowledge this risk,

Do wou wank to install this certificate?

fes | Mo |

Security Warning Screen
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Certificate E]EJ

General | Detals | Certification Path

Show: | B[S

Field Value b

E\n‘alid Fram Monday, October 30, 2006 4.,
Valid ko Saturday, October 30, 2106 4.,

ESubject herent, test@dobeda.com, M.,

[Erublic key R4 (1024 Bits)

Subject Alkernative Name RFC822 Name=test@dobedo....

Thumbpr\nt algorithm shal

-E? Thumbprink 7128504381 cB32951bd7..)

Copy taFile...

Certificate | nformation Screen

= Once your certificate is installed, repeat thet g points of this chapter. To verify
the signature, see Chap&¥b Checking Signature

3.4.2Install Certificate by exporting from Video
Server

Follow the steps below:
= Open WebCCTV web-client.
» Go toSystem-> Certificate Managementection.

= Click Export button and define location to store the certiicat

Export an encoded certificate (*.cer) Export

E-mail: webcctvi@quadrox.com
Generate a new self-signed certificate, using the specified

——— Location: Belgium

Generate

File on
Import a new certificate (*.cer, *.pfx) server:

Import

Certificate Management Screen

» Transport the exported certificate to the targetmree and double click on it. The
Certificate Information screen will appear.

= Click Install Certificate button and follow further instructions leaving sdittings by
default. A Security Warning window will appear.
= To make sure that you are installing the exacifwate you need, find the

Thumbprint line in the Security Warning window and compareith the thumbprint
of the original certificate on the recorder. If theimbprints match, clickes

(J
‘l' To learn advanced ways to make the certificateieipltrusted, seédppendix A.
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3.5Checking Signature

Once the certificate is trusted, the signature agessan be decoded. Because the certificate
is trusted, we know that a) the information in siignature is correct (wasn’'t changed) and b)
the signature was produced on the recorder fronctwifie movie is claimed to have
originated. If the signature was forged, the cedik will not decode it.

Inside the signature, a hash value links the egaté uniquely to the movie file. By
recalculating the hash in the courtroom, we casure that a) this signature belongs to this
particular movie and b) the movie hasn’t changedesihe signature was created. If the
movie was forged, the hash value would be diffeagt the signature invalid.

These actions are performed automatically by thggt&)iSignature Verifier tool.

Quadrox Digital Signature Verification [Z“EE|

| Digital Signature Yerification

Please select maovie file

| YWEBCCTYTESTL _CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-5% 1 | ’ Browse. .. ]

Please select signature fils
|D:'|,WEBCCTVTEST1_CAMERA 4_2006-11-30_11-18_2006-11-30_11-26-59_ | [ Browse. .. ]

[ abot.. |[ hep.. | | very || cose |

Digital Signature Verifier main screen

*= Open the Digital Signature Verifier tool.

= Enter the locations of the movie and signatures filad click the/erify button.

= If the signature can be decoded and the hash iattwmmatches the movie, the
movie authenticity is proven and the following infation screen will be shown. The
displayed information is part of the digital sigmat and is likewise proven to be
authentic.

:ehanged after signing.
FlEnane | WEBCCTVTEST1_NVS 207 4_2006-11-30_11-18_2006-11-30_11-26-59_rad2B283 a5 |
L
Start time of the mavie | 2006-11-30 113 18:00 |
1
End kime: of the movie : Z006-11-30 11:26:58 |
Time of expart : 2006-11-30 11:35:26 |
Marne of the user that created the ; WEBCCTYTEST L Administratar |
Mame of the recorder i WEBCCTWTESTL |
Mame of the camera ! MYS 207 4 |
Hits it m

Trusted signature information screen
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= If the signature cannot be trusted because eitigesignature or the movie was
tampered with, the following screen will be shown.

Verification Resulis @

The movie has been changed after signing

or the signature does not match the movie.

Not trusted signature information screen
The Digital Signature Verifier was created by Quadio make your life easier.

However, it is not crucial to verifying the digitsignature. You are free to manually
® check the signature, or by a tool of your own clogps

The tool is released as an open source tool uhdeB$D license. To make sure that
the tool doesn’t display false information, feadrto examine the source code and
make your own compilation for maximum trust.

‘l' To learn how to manually verify the signature, Appendix B.
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Appendix A

Trust certificate explicitly by means of the
Outlook Express email client

Follow the steps below:
1. Save.emlsignature on the target machine.

2. Double-click on it to open. You will see the follow screen that means your
certificate is not trusted on this machine.

Fle Edt View Tooks Message Help ‘

2 P 8 g X

Prnt_ Delete

-+ ¥
Presiaus Xt

Message has not been tampered with
You have not yet made a decision about

7 whether to trust the digital ID used to sign this
message

The digital ID has not expired

The sender and digital ID have the same e-mail
address

The digital ID has not been revoked or
revocation information for this certificate could
not be determined.

There are no other problems with the d 1D

W Dx

A

MS Outlook Express Untrusted Signature Screen

3. Click Edit Trust button.

4. In the screen that appears seegplicitly Trust this Certificate and follow further
prompts.

Gsnelall Deta\\sl Cerlification Path ~ Trust |

Trust Status indicates whether vou trust the individual, aroup or corparation
ta whaor this certificate is issued. The certificate can then be used for the:
specitied purposes such as sending/receiving email, trusting a web site
having the certificate, etc.

Certificate trusted for
’7 E-Mail Encryption and Authentication

% Explicitly Trust this Certificate

Edit Trust
1% [ aberit Tt From lssuer
" Explicitly Don't Trust this Certificate

Signing Digital 1D Properties Screen

Version 4.4 Series



Trust certificate explicitly by means of the
Microsoft Management Console

Follow the steps below:
1. Go toStart->Run and specifynmc command.

2. In the window that appears, cli€ékle in the window menu and selestid/Remove
Snap-in.

3. In the window that appears, cliéddd button.
4. In the next appeared window, chod&ertificates and clickAdd button.

‘fni Consolel

File Action Wiew Faworites Window  Help
o |m|B| 2
"I Console Root _ o] x]

f—3 Console Raot Hame
There are no ikems o show in this view,

Add/Remove Snap-in

Standalone | Extensions |

Use this page to add or remove a standalone Snap-in from the console.

Snapins added o =3 Congale oot =l @l
Add Standalone Snap-in

Ayailable Standalone Snap-ins:
Snap-in | Wendor ‘ -
s Activeit Cantral Microsaft Corparation
i Certificates Micrasoft Corporation
@ Component Services Micrasoft Carparation
(=) Computer Management Microsoft Coporation |
B Devies Manager Micrasoft Corporation
w Disk D efragmenter Micrazoft Corp, Executi.
H Disk Management Microsoft and VERITAS..
 Desoigtion Event Viewsr Micrasoft Corporation
[ Folder Micrasoft Carparation
(1 Group Policy Object Editor Microsoft Corporation ;I
i~ Description
The Certificates snap-in allows you to browse the contents of the
Remove cerificate stores for poursell, a service, or a computer.

Add Close |

Microsoft Management Console Screen

5. Then selecMy User accountitem and clickFinish.

File Action View Favortes ‘Window Help

- |mB 2

[3 Cansole Roct

Add/Remove Snap-in
Standalone | Evtensions |
Use this page o add o remave a standalane Snapin fiom the console

Snapins added 0: [ Console Foot | &l

This snapin wil ahuays manage certificates for
% My user account
" Service account
€ Camputer account

eeeee

Microsoft Management Console Screen
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6. Close all previously opened windows by pressihgseandOK buttons.
7. Finally you will get the list of all installed céitates.

Consolel - [Console Root'Cer tes - Current Us:

termediate Certification Auth

“ﬁ] File  Action View Favorites ‘Window Help

o | B@E LB XTE| 2

[ Console Root IssuedTo 7

| Issued B

| Expiration Date

| Intended Purposes

| Frigndly Mame

| states [ €

=& Certificates - Current User EGlobalsign Root C4 Root SGC Authoriby 28/01/2014 1.3.6.1.4.1.311.10....  <None:
(] Personal [E)GTE CyberTrust Root Roat SGC Autharity 23/02/2006 1.3.6.1.4.1.311.10....  <Nanex
[l Trusted Root Certification Authorities Ericrosoft Windows Hardware Com... Microsoft Root Authority 31/12)2002 Code Signing, Windo...  <Nones
&l g Enterprise Trust Ericrosoft wWindows Hardware Com... Microsoft Root Authority 31/12/z002 Code Signing, Winda...  <Nane>
(L Inkermediste Certification Authorties | Fay oo b oy Raat 5GC Autharity 01/01/2010 <Mone:>

D Certificate Revocation List
423 Certificates

Sepver Authenticatio...

“all=

[1-(22 Active Directory User Object Elroot agency Root Agency 01/01j2040 <Mone=
[#-[Z] Trusted Publishers [ElsecureMet Ca S6C Root Root SGC Authority 16/10/2009 1.3.6.1.4.1.311.10,..,  <Mone:=
[#1-[2] Unkrusted Certificates [E Thawte Premium Server CA Ront SGC Autharity 16072004 L.3.6.1.4.1.311.10....  <Nones
[#-[Z7] Third-Party Roat Certification Authoriti E Thawts Server CA Root SGC Authority 16/07/2004 1.3.6.1.4.1.311.10....  <Mone>
[#-(27] Trusted People Eutn - DATACorp SGC Root 5GC Authority 24/06/2019 1.3.6.1.4.1.311.10....  <MNone>
[=1-[23) Cther People [Elverisign Class 1 Ca Individual Sub...  Class 1 Public Primary Certification 4., 1305/2008 «all= <Mone
-] Certificates Everisign Class 2 CA - Individual Su...  Class 2 Public Primary Certification 4., 07/01/2004 <pll= <Mone:=
Evavnw, verisign, comfCPS Incorp by ... Class 3 Public Primary Certification 4., 08/01/2004 Z.16,540,1,113733..,. <MNone>

Microsoft Management Console Screen

8. After the certificate installation procedures, whigere described above, the
certificates are installed to thatermediate Certification Authorities list (when
certificate is extracted from the digital signajuse to theOther Peoplelist (when
certificate is installed by exporting it from thecorder). Find your certificate in the
corresponding list.

9. To make the certificate fully trusted, drag andpdyour certificate to th&rusted
Root Certification Authorities list.

Ii'lil Consolel - [Console Root' Certificates - Current User' Intermediate Certification Authorities' Certificates]

l'ﬁFi\e Window
cr | m@E ¥ R(XEB( 2

(_1 Caonsole Root

Action  View  Fawvorites Help

| Friendly MName

Issued To / | Issued B | E:xpitation Date | Intended Purposes

B Certificates - Current Lser [El clabalsign Root CA Roat 5GC Autharity 28{01/2014 1.3.6.1,4.1.311,10....  <None=
[El=TE CyberTrust Raat Raoot SGC Autharity 2300212006 1.3.6.1.4.1.311.10....  <Mone>
= D Trusted Root Certffication Authoritiss [Emicrosoft wWindows Hardware Com,..  Microsoft oot Authority 31f12f2002 Code Signing, Windo,..  <Monex
E:I---D“EDnterprise Trust [Emicrosoft Windows Hardware Com,..  Microsoft oot Authority 31/12f2002 Code Signing, Windo,..  <Monex
E1-[] Intermediate Cerm Elms sac Autharity Riook 5GC Authority 01/01/2010 Server Authenticatio... <Mone:
-[Z1 Certificate Revocation List e QTEST2 =S 05 il =k

423 Certificates Elroat Agency Root Agency 01/01/2040 il <None:
(2 Active Directory User Obiect SecureNet CA SGC Rook Root SGC Authority 16{10{2002 1.3.6.1.4.1,311.10,,,, <Mone:=
[-[21 Trusted Publishers [Ed Thawte Premium Server CA Root SGC Authoriy 16/07 /2004 1.3.6.14.1.311.10....  <Nonex
[-[Z] Untrusted Certificates Ethawte server Ca Root SGEC Authority 16/07 /2004 1.3.6.1,4.1,311.10.,,,  <MNone>
-3 Third-Party Roak Certification Authariti Eumn- DATACorp SGC Rook SGC Authority 24f06(2012 1.3.6.1.4.1,311.10....  =Mone>
- Trusted People \u'er\Sign Class 1 CA Individual Sub...  Class 1 Public Primary Certification &...  13/05/2005 <All= <Mone =
[ Other Peaple \u'er\Sign Class 2 CA - Individual 5u... Class 2 Public Primary Certification &...  07/01/2004 <All= <Mone =
(-] Certificate Enrallment Requests [E vovaw verisign.comfCPS Tncorp.by .., Class 3 Public Primary Certification &..,  08/01/2004 2.16.840.1,113733....  <Mone>

Microsoft Management Console Screen

10. After verifying the thumbprint, clickkesin the screen that appears.

'E ¥ou are about ko install a certificate From a certification autharity (CA) claiming ko represent:
- QTESTZ DSCB4EDG-CFACRCA1 -ACA7ISEC-AGL 35BS

Windows cannot validate that the certificate is actually from "QTEST2 DSCB4EDE-CFACZCE1-ACATISEC-AGL3BFE", You should confirm its origin by
contacting "QTESTZ DSCE4EDA-CFAC2CAL-ACATISEC-AR138FB", The Following number will assist wou in this process:

Thumbprint {shal): B91DC763 BA4283C4 TRATZETZ CFF49B5C FOZCTEER
\Warming:
If wou install this raot certificate, Windows will autaratically trust any certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk, IF vou click "Yes" yvou acknowledge this risk,

Do you want ko install this certificate?

Yes | Mo I

Security Warning Screen



Appendix B

You can manually verify the digital signature byngseither the .eml or the .p7m format.

= Signatures in .eml format can be viewed by MS QuklBxpress. To do that, double
click on the .eml file you just saved, Outlook Ezgg opens the signature and you will
see the following screen.

=[0[x
J File Edit W¥iew Tools Message Help | .-ﬂ'
9‘ Q k’g L= X o .
Reply Reply Al Forward Print Delete Preyious et Addresses
From: invalid@irvvalid, com R
Date: Thursday, October 26, 2008 14:058
To: none:
Subject: (Mo subject)
Security: Digitally signed and verified
FileMName QTEST2_Camera 1_2006-10-26_11-47-51_2006-10-26_11-52-50_radC5899 asf
HashType LD
HashValue b2 1flad¥aB737c 1687532186519 322
TimeStamp 2006-10-26 14:.07:25
Server QTEST2
Tser QTEST\A dministrator
SystemlD CEA448FF-5CD52DEF-6A425E01-89135918
Source Camera 1
SourcelD {3C357767- A58 A-467F-92FB-5DEFOSBCDOFE O}
MowieStart 2006-10-26 11:47:51
MowieEnd 2006-10-26 11:52:50
=
A

Digital Signature Screen

= Signatures in .p7m format can be viewed by a p7m¥ier another relevant viewer
(http://www.cryptigo.corp To do that, install the viewer and double clockthe .p7m
file you just saved. The p7mViewer opens the sigreaadnd you will see a screen,
which is similar to the one that is above.

Being able to open a digital signature file andtheenformation inside it implies that it can
be decoded (and thus was generated) by the cat#fithis means that the signature file itself
cannot have been tampered with.

The digital signature generated by Quadrox softwargains the following
information:

» The filename of the signed movie.

= Signed movie hash type and value. Together, filenand hash value
indisputably link the signature to the movie file.

= The time at which the video was recorded.

9 = The name of the recorder where video was recorddcegported.

tl'y = The system user that created the movie export.

» The identifier of the recorder, which together wtitle certificate that
was used proves that the movie file was originadgorded on that
particular system.

= The name of the camera that recorded the expartadde.

» The identifier of the camera that recorded the exgpiofootage.

» The start time of the exported footage

= The end time of the exported footage.
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A hash value or a checksum for a file is a sholde/asomething like a fingerprint of the file.
This feature can be useful both for comparing tles fand their integrity control.

A hash is a mathematically calculated number thajuely defines the original information.
There are always several information strings tlaaehthe same hash as a result, but it is
infeasible to find a “second original” based ontytbe hash. If you change a single bit in the
original information, the hash will be differentopular hashes used by the Quadrox software
are MD5 and SHA-1.

The Hash value can be checked by using the spgecialwhich are built upon the MD5
checksum algorithm which is used worldwide for dtueg the integrity of the files, for
example FastSum applicatiamttf://www.fastsum.com

Calculate movie hash value by means of the
FastSum application

Follow the steps below:

1. Download and install theastSumapplication by using all the default settings.

2. Right-click on the export file and make the sel@ttas shown on the following
screen.

Mmera

30_15-53-02_200. ..

Queue-Ik-Up
Add to Playlist. ..
Copy to CD ar Device

Cpen With, ..

Send To »

Cut
Copy

Creake Shortout
Celete
Rename

Properties

Create Checksum Selection Screen

3. Click F9 button in the FastSum screen that appears to tegicalculation.

4. When the checksum is calculated by means of Fast&umpare it with the one from
the digital signature.

Version 4.4 Series



» FastSum 1.5 [Unregistered]

File Edit “iew Run Tools Help

|j 'Lj H F [> i J{H Register now!

Chooze the files or an entire folder you want to make checksums of

After you save the results you will be able to check the inteanity of your files.
S_’_/' Press the Save [Chil+5] button to zave.

[ Digplay the full path in file list
Loaded | Mame « Size  ChecksumiSkate !
@] MICK236_Camera 2_2006-10-30_15-53-02_2006-10-30_15 . 4,434 KB (F7DDOEDEAROFEEFCFEISAR04CRTIRE17
@ Changed

B sctual

Mews: 1 [100%]...

i

Calculating the checksums. ..

Calculation completed at 11/2/2006 10:07:29 AM

Processed 1 files in 1 folders with total size 4.33 Mb. i
Elapzed time: 00:00:00 Average speed: 166.45 Mb\Sec. e

= Selecteél 439 Mbin 1 files 0 falders

& (Nosubject)
File Edit View Tools Message Help ;'..’
ﬂ"‘ m" % = - x W v Wyt
Reeply Reply Al Forward Prink Dielete Prayvion ot Addresses
From: imvalid@email invalid R
Date: Thursday, Movember 02, 2006 10:11 AM
To: nane

Subject: (Mo subject)
Security: Digitally signed and verified

FileMame NICE 236 Camera 2 2006-10-30_15-53-02_2006-10-30_15-57-
28 rad6 1477 asf

HashType IR

HashValue
TimeStamp 2006-T030 15358

Server NICE 236

Uszer NICE 236\ drministrator

SystemID SDEDBRST-F5237FC0-2BA0FCeA-3DOEFC16
Source Camera 2

Sourcell {SBE292774A-066D-46F2-AB07-8EE1 26D A30ES)
Mowmestart 2006-10-30 155202

MlowieEnd 2006-10-30 15:57:58

Digital Signature Screen

If the checksums don’t correspond with each otthes, means the movie file is not valid
and has been changed.
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Check hash value of an exported movie file by
means of the FastSum application

Follow the steps below:

1. Download and install thEastSumapplication (http://www.fastsum.cgm
2. Create an empty text file witimd5 extension.
3. Edit the file in the following way:

fb21f1ad9a8797c1e875321865193ee2 *QTEST2_Camera D&10-26_11-47-51 2006-
10-26_11-52-50_radC5899.asf

The string above is an example.
‘.l., g p

Assuming that

fb21f1ad9a8797c¢1e875321865193eek the hash value/checksum, which is taken fitoen
digital signature of the exported movie file younw¢o validate.

QTEST2_Camera 1_2006-10-26_11-47-51_2006-10-26_2158 radC5899.asf— is the
name of the exported movie file you want to vakdat

Save the editeand5 file.
Put savedmdb5 file and export movie file to a one folder.

LaunchFastSumapplication and go tbile -> Verification Wizard .
Click Add File in the screen that appears and seladb file you created.

N o oA

File Edit View Run Tools Help

BlE _i ‘ P ‘ﬁ‘%‘ Fegister nowl

Chonse the files or an entire folder you want to make ¢
‘Yo can open an existing list of checksums and verfy your files intzarity,
& Press the Verification Wizard (Chl+0] button to load the list
™ Displaw the full path in fle list
MName

B Losded
B Changed
B Actual

Checksum ¥erification Wizard [Unregistered] x|

What to verily
You can speciy fles or an entire falder with checksums you want to werlfy

Cr\Enchange\Moviehcheck mdS

FastSum Application Screen
8. Click Next.
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9. If the movie file wasn’'t changed and the checksomesponds to the movie file, you
will see the following screen:

Checksum Yerification Wizard [Unregistered] ﬂ

Congratulations

i

You have successfully completed the verification of 1 files at the chozen locations.
Source checlksums match actual, filez not changed.

To cloze thiz wizard, click Finish.

< Back I Firish I Canhcel |

Checksum Verification Wizard Screen

10.If checksum doesn’t correspond to the movie fidés tmeans that the movie file is not
valid and has been changed. You will see a screpatithg such an error:

Checksum Yerification Wizard [Unregistered] x|

Dops!

|

Unfortunately FaztSum was unable to load any of the source checksums. The files
integrity cannot be verified, It is required to have access to the source checksums wou
zelected earlier. To see the emors list click the Details button.

% Loading emaors: 1
i

To close this wizard, click Finizh,

Copy | Save Hepurt...l < Back I Finizh | Cancel |

Checksum Verification Wizard Screen
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